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INTRODUCTION

OneHealthPort’s Security Service is designed to reduce the cost, complexity and risk of information exchange
between providers and their information trading partners by employing digital credentials that share common
policy. A digital credential binds the identity of a specific person to an electronic “token” that can be recognized
and verified by computer systems. While there is a lot more that goes on behind the scenes, many people tend to
think of their digital credential as their user ID and password. To deploy and properly maintain these digital
credentials, the service has a few important features:

Self-administration by provider organizations. Your organization gets to manage its own OneHealthPort
account.

Delegated responsibility. Your organization accepts responsibility for issuing and terminating digital
credentials for your workforce.

Simplified access for authorized individuals. To protect patient privacy, manage risk for your organization
and simplify work flow, it is vital that every authorized Subscriber gets the right digital credential, uses it
properly and is able to quickly access only their own organization’s data.

One key to making the service work in this manner for all parties is the OneHealthPort Administrator. The
Administrator manages the OneHealthPort account for their organization. This document is the OneHealthPort
Administrator’s Guide. Its primary purpose is to assist you in your role as your organization’s OneHealthPort
Administrator. The sections that follow will provide you with step-by-step guidelines for managing your
organization’s OneHealthPort account. In addition, this document serves as a training tool for support staff and
other parties that need to understand how the service works. As such, you will see some sections that are not
targeted directly at you as the Administrator.

Becoming a OneHealthPort Administrator
There are two ways to become an Administrator for OneHealthPort.

The person that initially registers their organization for an account with OneHealthPort automatically
becomes an Administrator.

Any Administrator can nominate an additional Subscriber within their organization and then promote that
Subscriber to be an Administrator.

Responsibilities of an OneHealthPort Administrator

The Administrator plays a critical role in the OneHealthPort trusted community. The Administrator manages the
OneHealthPort account for each participating organization. In this capacity the Administrator has a number of
responsibilities that relate to protecting patient privacy, minimizing risk for provider organizations and simplifying
access to participating sites for individual Subscribers to the OneHealthPort service. The responsibilities of a
OneHealthPort Administrator include:

Creating Subscriber accounts

Limiting access of Subscribers within the participating organization

Modifying or deleting Subscriber affiliations and roles when a Subscriber’s relationship with the participating
organization changes. (e.g., an employee leaves the organization or a provider that is new to the organization)

Assisting Subscribers with resetting passwords
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Nominating staff members to be OneHealthPort Subscribers

Ensuring each user of the OneHealthPort system from their organization has a unique Subscriber account.

Establishing the organization affiliation and role for each Subscriber

Ensuring the participating organization has at least one other Administrator in place in case the original
Administrator is unavailable to perform their duties or has left the organization

Verifying the identity of all Subscribers nominated by the organization for OneHealthPort digital credentials

Maintaining the participating organization’s information including affiliations (Tax IDs and other data) in an
accurate and timely fashion

These administrative functions and others are available for you to access through the OneHealthPort website:
www.onehealthport.com. Click on “Manage Your Account” at the top of the page, and then click on

“Administrator Account”.

1 SUBSCRIBER NOMINATIONS

As the OneHealthPort Administrator you can nominate colleagues in your organization for a OneHealthPort digital
credential. You begin this process by visiting the OneHealthPort web site www.onehealthport.com click “Manage Your

Account”, and click on “Administrator Account”. To access the Account Administration section you
will be asked to enter your Subscriber ID and password in order to log in.

¢ ieHealthPort Obact Uk tmage G

User ID:
Password:

Log In

This login page requires that you have registered as a OneHealthPort subscriber.
Be sure to enter your OHP User ID correctly - it contains only lower case letters, followed by three numbers.

1.1 SUBSCRIBER NOMINATION INSTRUCTIONS

The next screen will show the Subscriber administration menu. To proceed with a nomination select “Nominate
Subscriber.”

November 2016 5
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eHealthPort

OHP Administration

Subscriber Administration
Menu
e

Organization
Menu
3

The next screen you will see asks you as the Administrator to confirm that you have verified the identity of the
person you are nominating as a Subscriber. If you agree with this statement, please click “Approve.” If you do not
agree with this statement, please click “Reject.” If you click reject, that will terminate the nomination process.

Subscriber Nomination 7
: Y, -
Please click Approve to confirm this acknowledgement 0’1€H L (l 1 tll POI t
Terms Of Use

As an organization administrator nominating a person for a subscriber account, you are attesting that you have verified the identity of the person this account is being created fer and
the data you are about to enter accurately represents that person.

Wait to see results

Approve Reject

To nominate the Subscriber enter the Subscriber’s First Name, Last Name, and email address. Please click “Submit”
when you have entered the information.

November 2016 6
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Subscriber Nomination

Enter subscriber information 6)’16 I_I C El ltll PO l' l

Subscriber Demographic Data

First Name |Ty|er Last Name | Smith

Email |

The next step in the nomination process is to assign a role(s) to the Subscriber.

Roles are used by some participating sites to control what information is allowed to be seen by the Subscriber. You
should assign a role(s) from the list on the “Community Roles” screen that best describes the work the Subscriber
you are nominating does for your organization. Subscribers can have multiple roles. The choice of roles includes:

Clinical roles:

Licensed Practitioner (MD, DO, DDS, DMD, PA, ARNP, Midwife, Podiatrist)

Licensed Nurse (RN, LVN, LPN)

Medical assistant (nurse's assistant, CNA or RNA)
Other service provider (acupuncturist, pharmacist, therapist, chiropractor, medical techniciansin
radiology or ultrasound)

Medical Director

Administrative roles:

Billing specialist

Credentialing manager — used by ProviderSource

EFT Administrator

Referral coordinator

Office manager,

Office worker (receptionist, customer service, admitting)

Quality measurement/management roles:

Quality Report And Data Entry — used by WSHA — QBS
Quality Reports (view only) - used by WSHA — QBS
Quality Manager — used by Washington Health Alliance

Select the appropriate role for the Subscriber by clicking the box or boxes if multiple roles are appropriate and
then click “Submit” when you are finished. Note: A provider must have the role of Licensed Practitioner on their
OneHealthPort account in order to complete and attest the ProviderSource credentialing record.
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Community Roles - |
Select the community roles for the subscnber 6)7181{ C ﬂ ltl.lPO.r l

Community Roles

Description
Billing specialist
Credentialing Manager
EFT Administrator
Licensed nurse RM, L\VM, LPN
Licensed practitioner MD, OD, DDS, DMD, PA, ARNP
Medical assistant Nurse's assistant, CNA or RNA

Medical Director

IR AL L T R T

Office manager

-

Show Changes

Subinit

1.2 CONFIRM SUBSCRIBER NOMINATION

The final step in the nomination process confirms successful nomination and provides the Administrator with the
Subscriber ID and a one-time activation code for that Subscriber. It is very important for the Administrator to
note this activation code, as you will no longer be able to view it after this screen closes. Please copy the Subscriber
ID and activation code exactly as listed. Once the Administrator has copied the activation code and Subscriber
ID, click OK and that will conclude this set of screens.

At this time, the system will also send an email notification to the nominated Subscriber providing them with the
web site link (URL) and Subscriber ID to complete registration. The system will request that the Subscriber contact
you as the nominating Administrator to obtain the activation code. OneHealthPort recommends that you as the
Administrator contact the Subscriber and deliver the activation code and Subscriber ID to them directly. It is
important the activation code be delivered only to the person you know is the same individual you nominated
to be the OneHealthPort Subscriber.

Confirmation

Confirmation of Subscriber Nomination 6)1181{ C \a ltl.lPO.r l

| To activate the subscriber, you must deliver the Activation Code listed below to the Subscriber Tyler Smith. An
automatic email has been sent to the Subscriber, providing the User ID and web site link (URL) needed to
complete registration. You should make certain that the activation code is received only by this subscriber.

s User ID: tsmith001
s Activation Code: 380691




Administrator Guide: |

2 SUBSCRIBER REGISTRATION

Starting the process:

After nomination by an Administrator, the Subscriber will receive an email from OneHealthPort explaining how to
complete the registration process. The email will provide:

Dear Subscriber:

Welcome to OneHealthPort. You have been nominated by Sally Jones to receive a
OneHealthPort credential to allow you to manage your online healthcare servicea in
one place. OneHealthPort handles the security for a number of local healthcare
sites, so you can register cnce and then use your credential to login for all
pazticipating sites.
Your administrator:

Sally Jones

m mail.adhost.com

Your activation code, necessary to complete the process, will be provided to you by
your administrator separately from this email. Please retain your Activation code
until you have completed the subacriber activation process.

To activate your subscriber account please go to:

Your UserID: tamich00l

Your Org Name: Our Town Clinic

Sincerely,

CneHealthPort Suppert

toll free at: 1-800-973-4787

2.1 ACTIVATION CODE VALIDATION

The nominating Administrator must provide the activation code to the Subscriber. The Administrator generates this code
during nomination (see Section 3). Subscribers need to retain the activation code provided by the Administrator until they
have successfully completed the registration process by creating a password. Activation codes remain valid until the
Subscriber registration process has been completed.
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Activation Code Validation

Please enter activation code OneI_I C E.l 1 thPOf l

Activation Code Validation

Wait to see results

Submit

Upon clicking the web site link in the invitation email the Activation Code Validation page will load. This is where
the nominated Subscriber must input the activation code the nominating Administrator should have given them.

Please note: If the Subscriber does not have the activation code they will have to ask the Administrator to resend
the activation code. This process is explained in Section 5.9.

Activation Code Validation

Please enter activation code 6)”31{ C E.l 1 thPOl' [

Activation Code Validation

Activation Code [380691|

Wait to see results

Submit

2.2 SUBSCRIBER AGREEMENT

After the Subscriber has entered their activation code, they will be asked to accept OneHealthPort’s Subscriber
Agreement. All OneHealthPort Subscribers must accept the Subscriber Agreement. Each individual should review
the agreement and then click accept or decline. Acceptance is required in order for OneHealthPort to activate a
credential for the Subscriber. “Decline” terminates the Subscriber registration process. If the Subscriber clicks
“Approve” the Subscriber will move on to the next page.




Subscriber Agreement

Please click Approve to confirm this acknowledgement 6)’161{ C ﬂ lthPOl' 1

Terms Of Use

Becoming a OneHealthPort subscriber carries certain responsibilities to protect the privacy and confidentiality of personal health
information. All OneHealthPort Subscribers, Organizations, and Sponsoring Sites are united in a network of trust for the benefit
of all members of the healthcare community. The Subscriber Registration Acknowledgement makes you a part of this network
of trust.

Please read the OneHealthPort Subscriber Registration Acknowledgement below. By clicking on "Approve” you agree to all of
the terms and conditions of the Subscriber Registration Acknowledgement. To continue with the registration process, you must
agree to the Subscriber Registration Acknowledgement by clicking "Approve” at the bottom of this page. If you do not agree,
click "Reject”, and see your OneHealthPort Administrator.

OMEHEALTHPORT SUBSCRIBER REGISTRATION ACKNOWLEDGMENT

Subscriber acknowledges that:

The infermation they have provided in registering for a OneHealthPort System ID is true and complete.

It is Subscriber's responsibility to:

Use their OneHealthPort System ID only for autherized purposes, and in compliance with applicable requirements.

Keep their OneHealthPort System ID secure.

Advise OneHealthPort or their Participating Organization Administrator immediately if they ever suspect (i) that the security of
their OneHealthPort System ID has been compromised or is inaccurate (and discontinue its use until further authonzation is
received), (ii) that protected health information is being unlawfully used or disclosed or (i) that the OneHealthPort System has
otherwise besn compromised.

Advise OneHealthPort or their Administrator of any change in their registration information.

Their right to use the OneHealthPort System arises under their sponsor's Participating Organization Agreement with
OneHealthPort, and is subject to its terms, and that they will also comply with all applicable statutes, regulations, rules, and
privacy and security policies, including without limitation the Health Insurance Portability and Accountability Act of 19598, as it
is amended.

Please click "Approve" to confirm this acknowledgement.

Approve

2.3 OHP SUBSCRIBER INFORMATION

The Subscriber is required to provide business contact information along with their date of birth and gender.
OneHealthPort maintains this information for Subscriber support and security purposes only. The privacy policy
listed on the OneHealthPort web site describes how OneHealthPort protects Subscriber information. After the
Subscriber has entered their information they should click “Submit” to go to the next page.

OHP Subscriber Information

S, CneHealthPort

Demographic Information

Salutation First Name Tyler

Middle Name Last Name Smith

Suffix Date Of Birth |01/01/1981 i
Primary Email | mytestuser@mail.adhost.cor| * Alternate Email l:l

Job Title Gender |Male [

Address Line 1 | 2003 Western Ave = Address Line 2 | Suite 600

City |Seattle = State |WA bl

Zip (98121 Phone Number |(206)624-3128 =

Mobile Number Accept SMS for Mobile
Mumber

November 2016 1
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2.4 NEW PASSWORD ENTRY

During this step, the Subscriber is asked to create their password. The OneHealthPort password guidelines require:

Length of 8-24 characters
That passwords must contain at least three of the following four categories:
0 Upper case letters
0 Lower case letters
O Numbers
0 Non-alphanumeric characters such as punctuation symbols (| @#5%*&?<>"~_+*).

The Subscriber should enter a password that complies with the OneHealthPort policy and then Click “Submit”
when done.

Please enter a new password that matches the complexity policy OneHcallllport

Password Policy

« The minimum password length is 8 characters
¢ The Maximum password length is 24 character(s)
« Passwords must contain characters from at least three of the following categories:

o English upper case letters [A, B, C, ... Z]
o English lower case letters [a, b, ¢, ... 2]
o Numbers [0, 1, 2, ... 9]

¢ Non-alphanumeric characters such as punctuation symbols

New Password !.u.".nu |

Confirm Password |essesesssse |

Submit Cancel

2.5 PASSWORD SELF SERVICE RESET QUESTIONS

The Subscriber will choose four secret questions and provide answers to those questions. In the event of a
forgotten password, the secret questions and answers can be used by the Subscriber at a later time to reset the
password. The secret questions may also be used for security purposes by some of the participating sites. It is
important for the Subscriber to choose questions and answers that they will remember. Answers are case
sensitive and must be at least three (3) characters.

November 2016 12
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[Password Self-Service Reset Questions

Please answer questions for future password self-service reset One H C althp{)rt

Selectable Questions

Question Answer
Please Select a Questiol il |

|Please Select a Question & | I

| Please Select a Cuestion - | |

Hide Answers

Submit Cancel

To select secret questions, the Subscriber should click on the drop down menu for each question, click on the
preferred question and then type the answer in the answer box next to the question. The Subscriber must select
and answer all four secret questions. The answers being entered can be seen by the Subscriber by unselecting the
Hide Answers check box in the lower left hand corner. The Subscriber should click “Submit” when the four
guestions have been selected and answered.

Password Self-Service Reset Questions C)n "’I I __] 1[11 P{'"‘l
= of 0

Plrase ansmrs qurstoes for futue pamsverd sef apreee it

Selvctabile Questions

Question  Answer

What was the name of the hospital whest you were bom

B nide Answers

2.6 ACTIVATION COMPLETE

The last screen in this process confirms successful creation of a password and entry of secret questions. This
confirmation completes the registration process and the Subscriber’s activation code will no longer be valid. The
Subscriber may immediately use the Subscriber ID and password as the digital credential to access OneHealthPort
participating sites and applications. To proceed to the OneHealthPort home page and access participating sites, the
Subscriber should click “Ok.”

Activation Successfully Completed OHEH Ca.l l]] P()l'l

Thank you for activating your new OneHealthPort account. Your account is ready for use, click the link to go to

the OneHealthPort home page and start using your account. http:/ /www.onehealthport.com

3 ADMINISTRATOR SUBSCRIBER MANAGEMENT

November 2016 13 |
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As an Administrator you have permission to perform the following administrative tasks for Subscribers you have
nominated:

Update a Subscriber’s information

Reset a Subscriber’s password

Affliate an existing Subscriber to your organization
Remove your organizational affiliation from Subscribers
Change a Subscriber’s roles

Change a Subscriber’s email address

Send activation codes to new Subscribers

All of these functions are available in the Account Administration area at:

http://www.onehealthport.com/single-sign/manage-your-account

Begin by entering your Subscriber ID and password, to gain secure access to the OneHealthPort Administration
area.

CneHealthPort
|

User ID:
Password:

Leg In

This login page requires that you have registered as o OneHealthPort subscriber.
Be sure ta enter your OHP User ID correctly - it contains anly lower case letters, followed by three numbers.

The next screen shows the OneHealthPort Administration main menu. The “Manage Subscriber” link in the
“Subscriber Administration” sub-menu contains all administrative functions for managing Subscribers.

November 2016 14
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neHealthPort

OHP Administration

Welcome Sally Jones (sjones004). Your last login was Monday, september 17, 2012 1:38:29 PM

This site allows you to manage the OneHealthPort accounts of all Subscribers and your organization. You may
add and delete Subscriber accounts and edit existing accounts. Additionally you may edit your organization's
profiles and neminate additional Administrators.

Subscriber Administration Organization
Menu Menu

) Nominate Subscriber )Add:’EdH Tax ID
Provide an OHP Credential (User ID} to

DModify Profile
another person.

D Add Administrator
DManage subscriber

Resef Password
« Modify Subscriber Profile >
Affiliate Subscriber

Remove Subscriber Affiliation
Add Subscriber Roles Dlist Users
Remove Subscriber Roles

DRemove Administrator

D Create sub-Crganization

Dlist Pencing Approvals

Resend Activation Code

Click here to download the OneHealthPort Administration Guide.

Clicking any of the Manage Subscriber tools will prompt you to enter a Subscriber’s ID or Subscriber’s name to
search.

Select Subscriber

IS (neHealthPort |
mEE. B

EmpowerID Logon Last Name First Name
sjones004 Jones sally

tsmithoo1 Tyler mytestuser@m

To use the “search” feature, click on the magnifying glass icon and it will display a list of Subscribers you have
access to as the Administrator. Once you have located the Subscriber you want to manage highlight that
Subscriber row and click submit to view the Subscriber’s current profile (full name, Subscriber ID and Email). This is
the first step in the workflow to make changes to the Subscriber’s account.

November 2016 15
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3.1 RESET SUBSCRIBER’S PASSWORD

As the Administrator you have the ability to assist a Subscriber in resetting a password. Password resets may be
necessary when a Subscriber forgets the password, or learns that it has been compromised in some manner.

If a Subscriber knows the current password, it can be changed by the Subscriber by logging in to the Subscriber
Administration area. If the Subscriber does not know the password, the “Secret Questions” process (see Section
6.1) may be used to allow the Subscriber to reset without assistance from the Administrator. If the Subscriber has
not stored secret questions/answers in the OneHealthPort system, or has forgotten the answers, then the
Administrator’s password reset function is available in order to assist the Subscriber.

To start the Administrator’s process of resetting a Subscriber’s password, from the Subscriber Profile Manager
main menu, click “Reset Password”.

At the “Reset Password” screen, click name of the Subscriber’s account, then click “Submit.” This invalidates the
Subscriber’s old password and allows a new one to be set, via a Temporary Password.

Select Subscriber

Select the subscriber OHEI‘ICﬂlthPOlt
mEw. B

mytestuser@mail.adhost

The next screen confirms that the email containing a temporary password has been sent to the Subscriber. This
email has a link (URL) to a web page where the Subscriber can enter the Subscriber ID plus the Temporary
Password, and then gain access to the Identity Manager Page.

EmpowerID Request Status

EmpowerlD request status details Orle I“I C ;.1 l t]l PO l' l

d successf

lly. An e-mail has been sent to mytestuser@mail.adhost.com.

3.2 MODIFY SUBSCRIBER PROFILE
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As an Administrator you can change almost any of a Subscriber’s information except their date of birth. This is
useful if the person has changed phone numbers, or moved to a different facility, or if their information was entered

incorrectly during registration.

Select Subscriber

Select a subscriber from the organizations associated with this user

Ceocn

” Click the search button to load data

Select Subscriber

Select a subscriber from the organizations associated with this user

-~
Last Name First Name
Jones Sally

Smith Tyler

EmpowerlID Logon
sjones004

tsmith001

CneHealthPort
= BR . E

Subrmit

(neHealthPort
mER. B

Email
mytestuser@mail.adhost.com

mytestuser@mail.adhost.com

Name changes are for use only when a Subscriber has had a legal name change, such as in the event of marriage or
divorce. Legal name changes are required to be made by the Administrator. Since the Subscriber’s name is a
primary identifier for individuals in the OneHealthPort system, it is important to keep Subscriber names up-to-

date.

OHP Subscriber Information

OHP Subscriber Information

Demographic Information

Salutation

Middle Name

Suffix |

-|

Primary Email ‘mylestuser@mai\.adhost.cor| *

Job Title

Address Line 1 ‘2003 Western Ave

City ‘ Seattle

zip [08121

Mobile Number

*

*

*

First Name

Last Name

Date Of Birth

Alternate Email

Gender

Address Line 2

State

Phone Number

Accept SMS for Mobile
Number

neHealthPort

Tyler

Smith

| 01/01/1981

[Male

| Suite 600

| wa

[(206)624-3128

November 2016
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Note: when a Subscriber originally registers, a Subscriber ID is generated using the Subscriber’s name and three
numbers (example: jsmith000). A name change will update OneHealthPort’s records for the Subscriber, but will
NOT change the Subscriber ID.

To modify a Subscriber Profile, from the main menu, click “Modify Subscriber Profile”. Select the Subscriber profile
to be modified, edit the profile, confirm the new information, and then click “Submit.”

EmpowerID Request Status

EmpowerlD request status details One I"I C El 1 t ]].PO l- t

Io The changes to Julie Brown were successfully saved.

You will then see a screen confirming the successful name change.

3.3 AFFILIATE SUBSCRIBER

The Affiliate Subscriber function allows you as an Administrator to add affiliations for Subscribers that have
OneHealthPort credentials. This is most often used to attach Subscribers to sub-organizations and give people
from other organizations access to your information such as a billing entity or contracted service provider.

Select Organization

Select an organization associated with this subscriber OY!BI‘I CﬂthOT t
» mEW.E

Legal Name Organization ID Doing Business As

‘Our Town CIi Our Town

Please note, to affiliate someone to your organization they must first be a registered OneHealthPort Subscriber. If
the individual you want to affiliate is not one of your Subscribers already and they are not registered through their
own organization with OneHealthPort, you should direct them to register before trying to affiliate them to your
organization.

November 2016 18
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| Select Subscriber

Select & subscriber to associate with the selected organization. ()}131{0_ d lthPOI' t
» 'wmERA. B
Last Name First Name EmpowerID Logon Email
Brown Judy Jbrown002
Brown Julie jbrown003 B
Brown Janet Jbrown004
Brown Jill jbrown005
Brown Judy jbrownoos 3

Brown Joann jbrown0o7

Brown Jenny jbrown0os

Type either the name or Subscriber ID of the person you wish to affiliate in the select Subscriber screen or use the
magnifying glass icon to search Subscribers currently in your organization. Then select the name of the person you
want to affiliate from the list of Subscribers found.

Community Roles

Select the community roles for the subscriber ()HEI'I ca 1 [hPOf {

‘Community Roles

Licensed practitioner
Licensed nurse

Medical assistant

ENE] =]

Other service provider
Billing specialist
Referral coordinator

Office manager

O ooE

Office worker

Show Changes

Submit

Pick the role to assign to them in your organization. You should then see a confirmation screen.

[Results

Subscriber Affiliation ()’16}{02111:111)01.':

|'o Julie Brown was successfully affiliated with Pleasant Valley Clinic.

3.4 REMOVE SUBSCRIBER AFFILIATION

It is very important that accurate affiliations be maintained in OneHealthPort records by updating information as
Subscriber affiliations change, particularly when an individual Subscriber is no longer affiliated with your
organization. This is the method to disable access to your information for a Subscriber no longer with your
organization or a Subscriber with a role change in your organization that no longer requires access to your
organization information through a OneHealthPort Subscriber account.




Administrator Guide:

Select Subscriber

Select the subscriber 6)}1‘31{0{11[11 PO 1‘ t
. mER. B

EmpowerID Logon Last Name First Name Email

sjonesD04 Jones mytestuser@mail.

Brown

Submit

OneHealthPort participating sites rely on the affiliation information maintained in the OneHealthPort system to
grant Subscribers secure access to information on their web sites. Inaccurate affiliation information could allow
unauthorized access to protected information. Each Administrator is responsible, on behalf of their organization,
for maintaining accurate affiliation and role information so that their Subscribers receive access only to online
information their organization is entitled to view and manage.

Select Organization

Select an organization associated with this subscriber 6)"3 I_I C a. l t ll PO 1. t
» mER. B

Legal Name Organization ID Doing Business As

‘Our Town Cli IW2C50-000 Our Town Clinic

Submit

To access this function, click “Remove Subscriber Affiliation” on the Subscriber Profile Manager main menu. Once
you pick the Subscriber you want to remove, click “Submit,” you should see this confirmation screen.

CneHealthPort

o The subseribior has been suceesstilly removed from the arganization.

3.5 ADD SUBSCRIBER ROLES

Like affiliations, role information for Subscribers should be kept up-to-date. If a Subscriber’s role has changed, it
should be updated by the Administrator so that the Subscriber receives appropriate access rights associated with
that role at OneHealthPort participating sites.
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Select the “Add Subscriber Role” tool to add additional community access roles to a Subscriber’s account. A list
will appear with the Subscriber IDs of everyone in the organization.

Select Subscriber

s (neHealthPort |
'm E&W . B

EmpowerID Logon Last Name First Name Email

sjones004 Jones Sally mytestuser@mail.adhost.q

After selecting a Subscriber, the next screen gives a list of all available roles. You should choose the desired role(s)
by checking the box to the left of the role(s) and then pressing submit to add the role(s) to the Subscriber’s
account.

Community Roles

Select the community roles for the subscriber C)nf I’I ca lt h PO It

Community Roles

L
Role Description s

Billing specialist

< 7

Credentialing Manager

EFT Administrator

Licensed nurse RN, LVN, LPN

Licensed practitioner MD, OD, DDS, DMD, PA, ARNP
Medical assistant Nurse's assistant, CNA or RNA

Medical Director

CHCTEC TR BT

Office manager

Show Changes

Submit

After adding the role(s), a Success screen should appear.

EmpowerID Request Status

EmpowerlD request status details Oan'I C El lt ]1 PO l. l

|0 Operation Execution Summary

* Add Community Roles Our Town Clinic to Tyler Smith was executed successfully.

3.6 REMOVE SUBSCRIBER ROLES

November 2016 21




Administrator Guide:

Different Community Roles give different kinds of role based access to Subscribers. If a Subscriber should no
longer have that access, then those roles should be removed. Selecting the “Remove Subscriber Role” tool takes
you to the Subscriber selection screen.

Select Organization

Select an organization associated with this subscriber 6)}181 IC a.l t 11 PO l' t
(I mER. B

0 Click the search button to load data

Submit

Clicking the magnifying glass without entering any information displays all the Subscribers in the organization,
entering part of a Subscriber’s ID or name returns the Subscribers in the organization that most closely match the
entered information.

Select Organization

e e b Om? I’I € al { h PO It
. = ER. B

Legal Name Organization ID Doing Busincss As

Our Town Cl 1W2C50-000 Our Town Clinic

1W2C50-001

Submit

Click the desired Subscriber and then the “Submit” button to access the community roles screen.

Select Subscriber

Select the subscriber O”L’I'Ical[h PO l.t
. mER. B

EmpowerID Logon Last Name First Name Email
sjones004 Jones Sally mytestuser@mail.adhost.q

Brown

Submit

To remove a Subscriber’s role, highlight the community role in the top box and press “Select” to move it to the
bottom box. Moving this role from top to bottom indicates that the role is no longer in the Subscriber’s account.
Press “Submit” to confirm the removal.

November 2016 22
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Remove Community Roles

Select the Community Role below G)"IEI'ICHIthPOTt
'mEE. B

Community Role
Billing specialist
Office manager

Credentialing Manager

Select

—
Community Role

Billing specialist

Remove

Submit

Remove Community Roles

Remove community roles execution summary 6)”.3}"1 C ;.1 1 t ll PO l‘ t

ity roles for Julie Brown in organization Pleasant Valley Clinic was executed successfully.

3.7 SUSPEND SUBSCRIBER ACCOUNT

The Suspension function is not currently available. To disable a Subscriber account, use the Remove Subscriber
Affiliation workflow to disable the Subscriber account.

3.8 SEND ACTIVATION CODE

If a recently nominated Subscriber misplaces their activation code, Administrators have the ability to issue them a
new activation code via the Send Activation Code tool. Clicking the magnifying glass will return a list of all
inactivated accounts, select the account that needs to be activated and press “Submit”.

CneHealthPort
= E5EW. 6B

Last Name Login
General dgeneratil

B wait 1o see resutts

Subunit

November 2016
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A screen will appear that allows you to enter the email address the new activation code will be sent to, the email
address field will be automatically populated with the address the Subscriber account has listed, but may be
changed in case that address is in error.

If you change the a-mad address, this will updata the user record with the new valua. 0’16“‘33“}] POI‘t

Enter User's £-Mail Address

B wait to sea rosults

it

An email will be sent to that address with a link to the activation page and password instructions.

An Activation code will appear on the Administrator’s screen, it is the responsibility of the Administrator to
manually deliver the new activation code to the Subscriber.

‘EmpowerID Request Stat

s e OneHealthPort

0 To activate the subserfber, you must deliver the Actlvatlon Code listed below to the Subscriber Docter General. An automatic emall has been sent to the Subscriber, providing the User ID and web slie link (URL) needed to complete
registration. You should make certain that the activation code is recelved only by this subscriber.

Wail 1o see results

Click “Ok” returns the Administrator to the administration menu.

3.9 WHEN AN ADMINISTRATOR LEAVES AN ORGANIZATION
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Staff and management leave organizations for a variety of reasons. Each organization should always have two or
more OneHealthPort Administrators to assist staff if your organization is big enough to support that. If the
organization has a single OneHealthPort Administrator and they leave, two options are available:

If you have other active OneHealthPort Subscribers, you can promote one of those Subscribers to the
Administrator role. That person can nominate new Subscribers and promote a Subscriber to
Administrator if needed.

If there are no other OneHealthPort Subscribers in our organization you will need to re-register your
organization with a new Administrator. Register by accessing www.onehealthport.com and click the
“Register” button.

4 ORGANIZATION ADMINISTRATION

OneHealthPort maintains certain information about each registered organization in order to allow it to effectively
manage each organization’s account. Thisincludes:

Contact information for the organization (address and phone number),
The names of persons authorized to serve as OneHealthPort Administrators for the organization,
Information about any sub-organizations created under the primary organization name

A list of the organization’s Tax ID numbers.
NPIs, not required data field, are collected for future reference.

In order for each organization to maintain current information in our system, OneHealthPort allows Administrators
to manage their organization’s information. To manage your organization’s account, go to the OneHealthPort
Administration site. On the right side of the main menu, you will find an Organization Administration Menu. The
links found there allow Administrators to access each of the Organization Administration functions.



http://www.onehealthport.com/
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CneHealthPort

Log Off

OHP
ADMINISTRATION

OHP Adminisfration

Welcome Sally Jones [sjones004). Your last login was Tuesday, Septemlber 18, 2012 10:12:44 AM

This site allows you to manage the OneHealthPert accounts of all Subscribers and your organization. You may add and
delete Subscriber accounts and edit existing accounts. Additionally you may edit your organization's profiles and
nominate additional Administrators.

Subscriber Administration  Organization
Menu Menu

) MNominate Subscriber )Add!Edif Tax ID
Provide an OHP Credential (User ID} to

DModify Profile
another person.

Dadd Administrator

PManage subscriber
PrRemove Administrator
« Resst Password
« Modify Subscriber Profile >

= Affiliate Subscriber

» Remove Subscriber Affiliation
* Add Subscriber Roles )Ll'sf Users
s Remove Subscriber Roles

D Create Sub-Crganization

DList Pending Approvals

+ Resend Activation Code

Click here to downlead the OneHealthPort Administration Guide.

4.1 ADD OR EDIT TAX ID FOR AN ORGANIZATION

An organization may use multiple Tax IDs for accessing information on claims status at some of OneHealthPort’s
participating web sites. Many of these sites use Tax IDs as the identifier for determining which claims the
OneHealthPort Subscribers are allowed to access. As such, it is important to maintain accurate Tax ID information
in the OneHealthPort system, as this information is attached to each Subscriber affiliated with your organization.
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Select Organization i
Enter a search term and click the search button to select an organization that you want to edit. OnEI‘ICH ltllPO_rl

I * wmER. B

Legal Name Organization ID Doing Business As

Our Town Clinic IW2C50-000 Qur Town Clinic

From the Organization Administration menu, the “add/edit Tax ID” link takes the Administrator to a screen that
requests entry of the Organization name. If you select the magnifying glass without entering any information, the
system will list all the organization the Administrator is attached to. To select an organization, highlight it and click
submit. The next screen shows the current Organization profile, including the Tax ID(s) currently stored in the
OneHealthPort system.

Organization Information

Enter the organization information G‘)rlel‘l C ;.1 lt l.lPO l. t

Organization Information

Legal Business Name IPIeasant Valley Clinic Doing Business As |P|easant Valley Clinic

Business Type |Clinic

Address Line 1 |2003 Western Ave Address Line 2 |5uita 600

City | Seattle State |WA

zip (98121

Contact Telephone Number
{for use by OneHealthPort |(206]624-3128
if needed)

Email Contact (for use by
OneHealthPort if needed)

Fax Mumber {for use by

Web Site URL | OneHealthPort if needed)

Manage Assigned Tax IDs

TIN Instructions

1) In order to begin registration a Tax ID Number is required.
2) click on "Add New" button

3) Click on Pencil Icon to begin entering TIN

4) TINs must be 9 characters in length.

5) Optional: You may add more than one TIN.

1 ,° 998877665

Add New Remove

To add a new Tax ID, you should click the “Add New” button. To edit an existing Tax ID click the pencil symbol.
The Tax ID must be a nine-digit number, with no hyphen.

Example: Correct: 913243544




Administrator Guide:

Incorrect: 91-3243544
Multiple new Tax IDs may be entered, click the “Add New” button to add additional lines.

| Organization Information

Enter the organization information OHEI'I C a lt ll PO l’ l

Organization Information

Legal Business Name ‘Pleasant Valley Clinic Doing Business As |P|easant Valley Clinic

Business Type |Clinic

Address Line 1 ‘2003 Western Ave Address Line 2 |Suite 600

City [seattle state | WA

Zip \93121

Contact Telephone Number
(for use by OneHealthPort ‘ (206)624-3128
if needed)

Email Contact (for use by
OneHealthPort if needed)

Fax Number (for use by

Web Site URL OneHealthPort if needed)

Manage Assigned Tax IDs

TIN Instructions

1) In order to begin registration a Tax ID Number is reguired.
2) Click on "Add New" button

3) Click on Pencil Icon to begin entering TIN

4) TINs must be 9 characters in length.

5) Optional: You may add more than one TIN.

I . 998877665

| | 4" BBI766554

Remove

A Tax ID that is already in the system cannot be added to an unrelated organization. A Tax ID associated with a
Parent organization can be added to a Sub-Organization tied to the parent. If you are trying to add a Tax ID and
the system indicates it is already in use by another organization, OneHealthPort can assist you in identifying the
organization using the Tax ID. Sometimes this is a billing company, vendor, or possibly a previous registration for
your company. In order to minimize the number of duplicate organizations in the system, there will be a series of
questions to help resolve the Tax ID conflict. More details of this process are available in Section 2 of this guide.

|Edit Organization

Edit Organization operation OrleI-I C a ltll PO l' l

‘o‘ Organization: Pleasant Valley Clinic edit was successful.

November 2016




Administrator Guide:

If you have incorrectly submitted a Tax ID to OneHealthPort or would like to remove a Tax ID no longer in use, you
can delete it by clicking the checkbox next to the Tax ID and clicking “Remove.” Then, click submit to confirm the
removal. A confirmation screen should appear. Pressing “ok” returns you to the Administration Menu.

'Organization Information

Enter the organization infermation

Organization Information

Legal Business Name |P|easart.t Valley Clinic Doing Business As |P|E653nt Valley Clinic

Business Type |Clinic

Address Line 1 |2003 Western Ave Address Line 2 |Suite 600

city [seattle State |WA

zip [0s121

Contact Telephone Number
(for use by OneHealthPort |(206)624—3128
if needed)

Email Contact (for use by
OneHealthPort if needed)

Fax Number (for use by

Web Site URL OneHealthPort if needed)

Manage Assigned Tax IDs

TIN Instructions

1) In order to begin registration a Tax ID Number is required.
2) Click on "Add New™ button

3) Click on Pencil Icon to begin entering TIN

4) TINs must be 9 characters in length.

5) Optional: You may add more than one TIN.

L | ' 998877665

™ ' 887766554

Remove

|Edit Organization

Edit Organization operation O”EI‘I C a ltll PO l' l

|04 Organization: Pleasant Valley Clinic edit was successful.

4.2 MODIFY PROFILE

OneHealthPort stores contact information about each participating organization for the purpose of providing
support and security.

Revised: October 2014 29
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OneHealthPort stores the name of the organization, its business address and its primary business phone number. It
is important that OneHealthPort retains current information about each organization in the event we need to
contact the organization regarding a support or security issue.

An Administrator can change the organization's contact information by clicking on the “Modify Profile” link in the
Organization Administration menu.

The Administrator will then be asked to select the organization and/or sub-organization they wish to modify.

Select Organization -
Enter a search term and click the search button to select an organization that you want to edit. OrleII C 'dlthp() l. l
» mER.E

Legal Name Business As

Pleasant Valley Clinic IW2C50-001 Pleasant Valley Clinic

Select the organization and click “Submit”. The Administrator can review the profile for the organization and make
edits by typing in the appropriate box.

November 2016 30
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Organization Information

Enter the organization infermation

Organization Information

Legal Business Name [burTowﬂ Clinic Doing Business As |0urTown Clinic

Business Type | Clinic

Address Line 1 |2003 Western Ave Address Line 2 |Suwte 600

City [Seattle State |WA

Zip |98121

Contact Telephone Number EmillGorTact{ioE tlseby
(for use by Onal}e:‘laleh::dr; |(206J624—31 28 OneHealthPort if needed)

. Fax Number (for use by
Web Site URL | OneHealthPort if needed)

Manage Assigned Tax IDs

TIN Instructions

1) In order to begin registration a Tax ID Mumber is required.
2} Click on "Add New" button

3) Click on Pencil Icon to begin entering TIN

4) TINs must be 9 characters in length.

5) Optional: You may add more than one TIN.

I /" 998877665

Add New Remove

Once edits are made to the existing information displayed, click the “Submit” button to save the changes and
receive a confirmation screen.

[Edit Organization ; |
Edit Organization operation C)’,IEI“ICE.llt]lPO l't

|'0 Organization: Our Town Clinic edit was successful.

4.3 ADDING AN ADMINISTRATOR FOR AN ORGANIZATION

Each organization can designate one or more persons to serve as OneHealthPort Administrators. It is highly
recommended that each organization have at least two administrators. This allows the organization to perform
critical OneHealthPort administration functions when one of its Administrators is unavailable or has left the
organization.

To add an Administrator, the Administrator will login to the Manage Your Account section and select “Add
Administrator”.

November 2016 31
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CnetealthPort

mER.®

W click the search button 1o load data

Subienit

You pick the name of the Subscriber that you wish to make an Administrator and hit submit. Pressing the
magnifying glass returns the names of all active Subscribers under that Administrator. The Administrator then
selects the Subscriber for promotion to administrator.

Select Subscriber

Select the subscriber to promote to Administrator OneI_IC a.ltl-l PO l. l
wEA. B

EmpowerID Logon Last Name First Name Email

tsmith001 Smith Tyler mytestuser@mail.adhost

Submit

You will receive a confirmation screen to conclude the process.

FmpowerID Request Status

S (neHealthPort

@ oeeration Execution Summary

* Zzmgn PersencFred Fintstons to Busmess Role and Bupress Logation: Qropnization Adminigerater in Adams Appendestomy was exsouted successhully,

4.4 REMOVE AN ADMINISTRATOR

If an organization determines that it no longer wants an individual to have OneHealthPort Administrator privileges,
then an Administrator can use the “Remove Administrator” function to terminate those privileges. Because of the
rights and responsibilities Administrators enjoy, it is vital that Administrator privileges be promptly revoked when
the organization determines they are no longer valid. Clicking the Remove Administrator tool takes you to the
“Find Subscriber” screen where you can enter the name of the Administrator to be removed, or select the
magnifying glass to return a list of all Administrators.

CneHealthPort
mEA. B

W click the search button 1o load data

Subienit
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Select the Administrator whose access needs to be removed and click “Submit.”

Select Subscriber

Select the subscriber to demote from Administrator C)HEI'IC Ellth PO l. t
mER. B

EmpowerID Logon Last Name First Name Email

sjones004 Jones Sally mytestuser@mail.adhost

Submit Cancel

A success notice will be returned.

EmpowerlD Request Status

EmpowerlD request status details O}?.e I_I C El ltll PO l. l

|o Operation Execution Summary

* Unassign Person:Julie Brown from Business Role: Organization&dministrator and Location: Our Town Clinic was executed successfully.

If only a single Administrator is left in your organization that Administrator cannot be removed and attempting to
do so will return the notice below. Another Subscriber should be promoted to Administrator before the single
remaining Administrator is removed. If the Administrator has left the organization, a request can be made to
promote an existing Subscriber to the Administrator role and that new Administrator can then disable the former
Admin role. See section 6.9 for full details.

Cannot complete process.

(JneHealthPort

) There 15 only one administrator left and cannot be remaved.

ok

4.5 ADD HELPDESK

This function is unavailable at this time. It will allow the designation of Subscribers inside an organization to
handle tech support and helpdesk issues.
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4.6 CREATE SUB-ORGANIZATION

Many organizations have multiple Tax IDs. Sometimes certain Tax IDs are only used by certain departments or
divisions within an organization. In these cases, it can be helpful to create “sub-organizations” or groupings of Tax
IDs in the OneHealthPort system.  This allows the organization to affiliate Subscribers with only the sub-
organization Tax IDs they need to work with.

For example, if an organization has a certain Tax ID assigned to its Radiology unit, and wants to affiliate specific
Subscribers with the Radiology unit (and its Tax ID); the OneHealthPort system allows creation of a sub-
organization, such as "General Hospital - Radiology", and to assign certain Tax IDs to that sub-organization. Once
an organization has created a sub-organization, when the organization nominates a Subscriber, the administrator
will have the option to affiliate that person with the main organization ("General Hospital ") or the sub-
organization ("General Hospital- Radiology"). Subscribers can also be affiliated with multiple organizations and
sub-organizations, if desired.

OneHealthPort recommends that organizations exercise care in the assignment of names and Tax IDs to sub-
organizations, to assure that the organization effectively manages its information and Subscribers over time. The
Administrator may wish to contact the OneHealthPort help desk prior to creating a sub-organization, to discuss
how to best manage the use of sub-organizations and particularly any Administrator rights it may delegate to these
sub-organizations.

" oW . B

) cick the search buttan ta load data

B wait to see results

Sushamnt

To create a sub-organization, you will select the parent organization. You will then enter the sub-organization’s
data in the information fields, the sub-organizations name, the sub-organizations information, and the tax IDs it
will be using.

Organization Information

RO —— CnellealthPort

Urganizatian information

Tl P Remive

November 2016
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The Administrator that creates the sub-organization will automatically become the Administrator for the new sub-
organization. That Administrator can nominate Subscribers and assign them to the new sub-organization and
decide whether to promote an Administrator specific to the sub-organization or use one that has Administrator
rights for both the sub-organization and parent organization.

4.7 SUBSCRIBER LIST OR LIST USERS

The Subscriber List feature allows the Administrator to view a list of all Subscribers affiliated with your organization
or sub-organization who have a Subscriber ID and their current status and last login information. This allows
Administrators to manage their Subscribers.

¢ heHealthPort

sally Jones (sjoneson4)
This page provides a list of all OHP subscribers that you can administer/assist grouped by the organization they belong to. Select the individual user and
once selected the top button options will activate. select the function you need to assist the user with and the workflow will open. At the bottom of the Log O &3
list are three options for exporting a copy of the list in case you need to share it with another manager, department or take the time to verify users who a
have had a change in status.

DReturn To Administration

List of Users You Can Administer

n

Orgarization &

Login First Name Last Nome E-Mail Phone Is Org Adming Role

= ©ur Town Clinic (IW2C50-000)

sjones004 Sally Jones mytestuser@mail.adhost.com (206) 624 - 3128 Yes Office worker
tsmith0o1 Tyler Smith mytestuser@mail.adhost.com (206) 624 - 3128 No Office worker
tsmith0o1 Tyler Smith mytestuser@mail.adhost.com (206) 624 - 3128 No Credentialing Manager

= Pleasant Valley Clinic (IW2C50-001)

jorown00s Julie Brown mytestuser@mail.adhost.com (206) 624 - 3128 Mo Credentialing Manager
sjonesd04 Sally Jones rmytestuser@mail.adhost.com (206) 624 - 3128 Yes Office worker
1 Export To 1 ExportTo 1 Bxport To
{] Excel %] csv <8 poF

The display shows a summary display listing the organization’s Subscribers and their information including
SubscriberID, name, email address, roles and if the Subscriber is an Administrator.

On this screen an Administrator can perform most of the Subscriber management functions available elsewhere in
the admin menu.

The Administrator can:

Check the recent use of OneHealthPort by each Subscriber with the “Subscriber Transaction” Tool

Issue or revoke administrative access to Subscribers with the “Promote Subscriber/Demote Subscriber”
Tool

Review a Subscriber account with the “Subscriber Detail” Tool

Edit the a Subscriber account with the “Edit Subscriber” Tool

Add and Remove Community Roles with the “Add Roles/Remove Roles”

Remove Affiliations

Reset Passwords

Resend Activation code to un-activated Subscribers

Remove Subscriber affiliations from the account.
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4.8 PENDING APPROVAL LIST

This future feature will allow an administrator to accept a request for a Subscriber ID from a new staff or
contractor making a request to have an account affiliated with the organization. This feature is planned for 2015.

4.9 WHAT TO DO IF YOUR OHP ADMINISTRATOR LEAVES THE ORGANIZATION

Staff and management leave organizations for a variety of reasons sometimes with little or no notice. Each
organization should always have at least two OneHealthPort Administrators if your organization is big enough to
support that. If you have only one Administrator and they leave, you have two options listed in the table below:

The Administrator left the If you have other active OneHealthPort Subscribers, you can request that one of
organization and we need those Subscribers be promoted to the Administrator role.
to nominate some new

Subscribers
Send an email to the OneHealthPort business offices at info@onehealthport.com

with the following content:

Name and address of the organization

Name and the OneHealthPort Subscriber ID of the person you wish to have
promoted

A work phone number contact if OneHealthPort has additional questions

A work email address if OneHealthPort has additional questions

The Administrator left the You will need to re-register your organization with a new Administrator. During the
organization and there are registration process you may hit a Duplicate TaxID error, the OneHealthPort system
no other OneHealthPort will walk you through choices that automate the process of asking for your TaxID to
Subscribers in our be released so you can register the organization with a new Administrator.

organization

5 SUBSCRIBER ADMINISTRATION

The Subscriber Administration area can be accessed from the OneHealthPort web site, in the Account

Administration section at http://www.onehealthport.com/single-sign/manage-your-account. Select “Subscriber

Account” on the left navigation bar.  Subscribers are able to perform the following tasks for themselves, after
successful completion of Subscriber registration process:

Update personal information

View Administrators

View Registered Devices

Change password or secret questions
View roles and affiliations

View log in history



mailto:info@onehealthport.com
http://www.onehealthport.com/use_ohp/accounts.php
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Remove roles

Subscribers begin by accessing the first screen in the Subscriber Administration area, which asks for entry of their
Subscriber ID and password.

: o -
OneHealthPort Direct Link Image &

User ID:
Password:
Legin

This login page requires that you have registered as a OneHealthPort subscriber.
Be sure to enter your OHP User ID correctly - it contains only lower case letfers, followed by three numbers.

5.1 UPDATE PERSONAL INFORMATION

This function allows a Subscriber to update business address, email address, job title and phone information stored
by OneHealthPort. Maintaining up-to-date contact information allows OneHealthPort and its participating sites to
provide better Subscriber support. To access this function, the Subscriber clicks “Update personal information” on
the main menu. Next, choose an item for editing and click “Edit.”
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SUBSCRIBER
ADMINISTRATION

Subscriber Administration

Welcome bill ward [bwardC01). Your last login was Thu Aug 23 14:08:26 PDT 2012

Menu

D update Personal Information

The following are some of the items that can
be updated:

Email Addr
Job Title

Address

Gender

Phone Mumber

> My Administrators

> My Registered Devices
> Change Password

> Change Secret Questions
>

> view Role/Affiliations

> View Login History

> Remove Roles

OHP Subscriber Information

OHP Subscriber Information OneI‘I C a. ltll PO l. l

Demographic Information

Salutation First Name Julie

Middle Name Last Name Brown

Suffix | | Primary Email | mytestuser@mail.adhost.com

Alternate Email Date Of Birth 1/1/1971 12:00:00 AM

Job Title Gender |Female

Address Line 1 |2E|03 Western Ave Address Line 2

City | Seattle - State | WA

Zip |98121 g Phone Number |(206)624-3128

Accept SMS for Mobile @l

Mobile Number | Number —

Submit

The new or modified information may then be entered on the page. Once modifications have been completed,
click “Submit.” The Subscriber will see a confirmation screen, indicating that the changes were successfully
completed.
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5.2 VIEW MY ADMINISTRATORS

To access this function, the Subscriber clicks “View My Administrators” on the main menu. You will view a list of
Administrators for your organization along with their email addresses and phone numbers.

(neHealthPort

Julie Brown (jbrown008)

SUBSCRIBER
ADMINISTRATION

)Pefurn To Administration

List of Administrators for jbrown008
[ Crg Name A |

: First Name Last Name E-Mail Phone
= Org Name: Pleasant Valley Clinic (IW2C50-001)

Sally Jones mytestuser@mail.adhost.com (204) 624-3128
;ﬂ Export To Excel ¢j Export To CSV m Export To PDF

5.3 VIEW REGISTERED DEVICES

To access this function, the Subscriber clicks “My Registered Devices” on the main menu.

ineHealthPort

Sally Jones [sjones004)

SUBSCRIBER
ADMINISTRATION

) Return To Administration A .
Reqistered Devices
The followi ice ‘e been registerad to you. Click the €9 image to remove an individually registered device.
| Remove Device Name IP Address First Registered Last Visited Visit Count
@ Work Machine 67.40.190.150 9/24/2012 2:53:01 PM 2/24/2012 2:53:01 PM 0|

A Registered Device is a Browser 2" Factor, an enhanced security feature to improve protection of personally
identified information online. A Subscriber will be prompted to set up a device when the Subscriber visits a site
that requires it. In that case the Subscriber will be redirected to the setup page. For Subscribers, the extra layer of
security simply means answering a few secret questions yet it provides a higher level of protection and security
than a password alone. This additional security is installed as a “cookie”, if your organization filters for “cookies”,
you may have to answer the questions every time.

If there are no registered devices you will see an indication of this on a screen like the one below:
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EneHealthPort

Julie Brown (jbrown008)

SUBSCRIBER
ADMINISTRATION

) Retumn To Administration

Mo registered devices were found.

5.4 CHANGE PASSWORD

To access this function, the Subscriber clicks “Change Password” on the main menu. The OneHealthPort password
policy requires that passwords meet the following standards:

Length between 8-24 characters
Passwords must contain at least three of the following four categories:
0 Upper case letters
O Lower case letters
O Numbers
0 Non-alphanumeric characters such as punctuation symbols (|@#5$%"&?<>"~_+*),
Create your new password and then click submit. You will then see a confirmation screen.

Change Password 7
Please enter a new password O}’leI{ C E.l 1 t ]1P0 l‘ l

Password Policy

* The minimum password length is 8 characters
» The Maximum password length is 24 character(s)
* Passwords must contain characters from at least three of the following categories:

= English upper case letters [A, B, C, ... Z]

= English lower case letters [a, b, ¢, ... 2]

= Numbers [0, 1, 2, ... 9]

= Mon-alphanumeric characters such as punctuation symbols

Change Password

Current Account jbrown008

Current Password ||

New Password [

Confirm Password [

Submit



mailto:!@#$%25%5E&
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Account Inactivity Alert
If a user account has not been logged in at least every 200 days, the following email will be sent to the user at 160 days:

( heHealthPort™
July 31, 2004
Dear Any,

Your atcount at OneHealthPort has not been used since February 20, 2004 {161 days). To improve security, we are disabling any accounts that have not kogged in at keast once every 200 days. Please take the time to log in to your account to keep it active by
going to https://identity. onehealthpart.com/Empawerid/ and entering your credentials.

I you do not log in to your account by September 8, 2014, your acoount will be disabled.

Your lagin user name s and was ral, W10,
PLEASE NOTE: You may have more than one account. This notification is for the above account only. Also, please do not reply to this e-mail, itis an unmonitored e-mail address and will not be read.

Thank you,
OneHealthPort Support
Toll free at: 1-800-573-4797

This 8-mail and any attachments hereta, are intended anky for use by the named addresses(s) and may contain legally priviieged and/'or confidential information. I you are not the intended recipient, you are hereby notified that any dissemination,
distribution or cepying of this e-mail, and any hereto, is stricthy p I you have recetved this In errar, please notif ¥ 'O Suppont yand y delete the original and all copies and printouts of

5.5 CHANGE SECRET QUESTIONS

Click “Change Secret Questions” from the main menu. Select a secret question from the drop down menu and
answer the question. You must type an answer for all four questions. Questions are case sensitive and must be at
three characters.

Password Self-Service Reset Questions

Please answer guestions for future password self-service reset 0’181 IC a 1 t ]‘l PO r l

Selectable Questions

Question Answer

|PFease Select a Question

Please Select a Question

Please Select a Question

Pleaze Select a Question

Hide Answers

Submit
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[) H’ 1 1 P .. Password Self-Service Reset Questions
La t l 01 - Please answer gquestions for future password self-service reset

Selectable Questions

Question Answer

Please Select a Question

Please Select a Que s_tion

| Please Select a Question

Please Select a Question

What is your favorite food

In what town was your first job
5

What is your favorite holiday

What is your mother's middle name
What is your father's middle name
What was the color of your first car

What was the name of the street you grew up
on

What is the name of your first employer
In what year did you begin working in your
organization

What was your High School Mascot
What elementary school did you attend

What is the name of the street you lived on as
a child

What is the name of your favorite pet

What is your favorite season

What was the first car you learned to drive >

The Subscriber will click “Submit” and receive a confirmation.

5.6 VIEW ROLES AND AFFILIATIONS

To access this function, the Subscriber clicks “View Roles and Affiliations” on the main menu. The Subscriber can
view roles and affiliations connected to their OneHealthPort SubscriberlID.

EneHealthPort

Julie Brown (jbrown008)
SUBSCRIBER

ADMINISTRATION

R htrA Roles And Affiliations View

Login: jbrown008
Name: Julie Brown
E-Mail: mytestuser@mail.adhost.com

Affiliation Org Name Role TN
IW2C50-001 Pleasant Valley Clinic Office manager 98877665
Credentialing Manager

RIBER AGREEMENT | PRivACY | ABOUTOHP | col
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5.7 VIEW LOGIN HISTORY

If a Subscriber has any concerns that someone else is using their digital credential they can view their login history
and confirm that they are the only ones using the digital credential.

To access this function, the Subscriber clicks “View login history” on the main menu. The Subscriber can view login
history and registered devices connected with their OneHealthPort SubscriberID.

The table displayed shows the login date(s) for this Subscriber, the Internet address of the computer device used
during the login, the name of the device being used (if available), and the first location the Subscriber went to
when logged in. This history can be exported using one of the three options provided; export to Excel, export to
CSV file, or export to PDF. The date range of the login history is selected in the drop down option at the top of
display page.

If the Subscriber notes any unusual activity that raises concerns about whether their digital credential has been
compromised, they should contact their Administrator and OneHealthPort support immediately.

neHealthPort

Julie Brown (jbrown008)

SUBSCRIBER
ADMINISTRATION

) Retum To Administration

Show Transactions From: |Last 7 Days

Login History for jbrown008

Transaction Date . IP Address . Registered Device Name Legin Destinafion
09/18/2012 10:40 AM 67.40.190.150 EmpowerlD Wek Application
=] ™ =
¢z| Export To Excel l;‘,j Export To CSW \vu Export To PDF

5.8 VIEW TRANSACTION HISTORY

To access this function, the Subscriber clicks “View Transaction History” on the main menu. The Subscriber can
view the transaction or event date and description for an event associated with their OneHealthPort SubscriberlID.
This history includes changes to the individual Subscriber account or changes the Subscriber made to the
organization account. This does not include a history of all the sites the Subscriber has visited.
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(neHealthPort

Julie Brown (jorown008)

SUBSCRIBER
ADMINISTRATION

) Returmn To Administration

Show Transactions From: |La5t 7 Days |

Event Dafe | Operatfion | Description Inifiator
091’181’20I2 Edit AccepiSMS Edit AcceptSMS to Julie Brown jorown008
10:41 AM

09/18/2012 . y - ) .

10:27 AM Remove Community Roles | Remove Community Reles Plecsant Valley Clinic fo Julie Brown | sjones004
?3{2]58{5181!2 Add Community Roles Add Community Roles Pleasant Valley Clinic to Julie Brown sjones004
09/18/2012 Unassign Person From Unassign Person:Julie Brown from Business : 004
10:20 AM Business Role and Location | Role:OrganizationSubscriber and Location:Qur Town Clinic gones
Uz 1672012 Add Community Roles Add Community Roles sjones004
10:16 AM

09/18/2012 £ . e : ;

10:16 AM Remove Community Roles | Remove Community Roles Pleasant Valley Clinic to Julie Brown | sjiones004
09/18/2012 : 2 o : :

10:16 AM Add Community Roles Add Community Reles Pleasant Valley Clinic to Julie Brown sjones004
09/18/2012 Asgsign Person Role and Assign Person:Julie Brown to Business Rele and Business ; 004
10:16 AM Location Location: Organization Subscriber in Pleasant Valley Clinic Jones
g?:; ;ﬁmz Edit AccepiShS Edit AcceptSMS fo Julie Brown sjones004

5.9 REMOVE ROLES

To access this function, the Subscriber clicks “Remove Roles” on the main menu. Subscriber will view a list of
organizations their OneHealthPort Subscriber ID is affiliated with. The Subscriber must click on the name of the
organization in which the role is to be removed and then click “Submit”.

Select Organization

Select the organization for this subscriber Oﬂfl{ C El 1 t ]‘l PO l' l

B

The Subscriber will then be shown a list of community roles associated with their OneHealthPort Subscriber ID.
Click the role to be removed then click “Remove” and then click “Submit.”




Administrator Guide:

Community Roles

Select the Community Role below O"BII C E.l l I.]lPO l- t

wmER. B

Community Role

Credentialing Manager

Select
Search

Community Role

0 No results found

Remove

The Subscriber will receive a confirmation screen noting that the role is successfully removed. The Subscriber

cannot remove their last role if they only have one role left. Only an affiliated Administrator can add roles to a
Subscriber account.

EmpowerID Request Status

EmpowerlD request status details Oﬂfl{ C El 1 t ]1P0 l‘ t

\o Operation Execution Summary

* Remowve Community Roles Pleasant Valley Clinic to Julie Brown was executed successfully.

6 CONTACTING ONEHEALTHPORT CUSTOMER SUPPORT

If you have questions about any of the information contained in this guide, you may contact the OneHealthPort
Help Desk by phone or email at:

Phone: 1-800-973-4797 (toll free)
Email: escalation@onehealthport.com
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